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IPC3 main objectives

Operational and

technical support Facilitate and coordinate

facilitate and coordinate
cross-border investigations

provide operational and technical
support to the competent authorities
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monitor and report online crime enhance the harmonization and

trends and emerging modi operandi IPC 3 standardization of legal instruments
and operating procedures to counter
intellectual property crime globally

Monitor and report

Raise awareness and train

Reach out to the public and law enforcement by
raising awareness and providing training on this
specific field of expertise
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OSINT Research and
Monitoring Team
(ReMoTe)

» "scanning” the internet (publicly"available web-sites) in order to
gather information and monitor relevant trends;

» share information and observed trends with national competent
authorities;
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facilitate and support the act| Qf natlonal authorltles\competent in the
field of “tracing the moneyf’ﬁ’elated to IP infringements by gathering
information, monitoring relevant trends and organising meetings;

follow trainings to update the technical knowledge of payment providers and
asset recovery activities;
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provide technical training and expertise to law enforcement agencies.
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Europol Platform for Experts

=z EURCPOLEXPERTS | INTELLECTUAL PROPERTY CRIME

Intellectual Property Crime Intellectual Property Crime # Audiovisual Piracy #

Audiovisual Piracy
Home Audiovisual Piracy

News

Media Gallery

Message Forum Family Room
y

Blog

User Directory
Conference Area

Doping Substances or PIED
(Performance and Image
Enhancing Drugs) - Law

Enforcement only

Operation In Our Sites (I0S) -
Restricted Area

Operation OPSON - Restricted
Area

W elcome to the Audiovisual Piracy Sub-platform!

M Blogs
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Participating LEAS

Albania, Austria, Belgium, Basnia and Herzegovina, Colombia,
Croatia, Czech Republic, Denmark, France, Greece, Hong Kong —
China, Hungary, Iceland, Ireland, Italy, Latvia, Moldova, Norway,
Peru, Portugal, Romania, Serbia, Spain, Ukraine, UK, USA

30 private sector companies

Most active: Amazon, Adidas, Brand Analytic, Chanel, Danone, DHL,
Globaleyez, Incopro, International Federation of the Phonographic
Industry, LONGCHAMP Group, Louis Vuitton, LVMH Moét Hennessy —
LV, MarkMonitor, Meyerlustenberger Lachenal Avocats, Motion Picture
Association, ProArt, NetNames, Nike, UNIFAB, Pointer BP, Preuss
Law, React, SACEM, Visa
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Europol @ @Europol - 26 Nov 2018 v
It's a safer #CyberMonday thanks to Europol and partners! Over 33 600 internet
domains distributing potentially dangerous counterfeit pharmaceuticals,
electronics and pirated content seized in operation with @ enter and
26 countries. Read: europol.europ
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Show this thread

PIPCU takes down over 31,000 sites in international Europol operation
27 Nov 2018

This year, the City of London Police's Intellectual Property Crime Unit (PIPCU)
suspended over 31,000 sites as part of Europol's Operation in Our Sites.



Over 1M Fake Goods Websites !
in Global ‘Operation in Our Sites

By Tammy Waitt - November 26, 2018

Over 1
selling counterfeit fake goods were criminally and civilly
seized within the past year through the combined efforts

of law-

Twelve people, including four in E ELll uSF:DL
- - = Intellectual Propert
Ireland, arrested in global operation e T

targeting websites selling fake goods

Updated / Monday, 26 Nov 2018 19:30 0 o @
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Europol operation takes down 33,600-plus Internet
domains selling counterfeit goods IG AN

sulted in the
d 2.2 million
The sites in

As part of an international aperation, Europol’s Intellectual Property SIS

Crime Co-ordinated Coalition (IPC3) has seized 33 654 domain names
distributing counterfeit and pirated items online. The websites featured
ifems such as counterfeit pharmaceuticals, pirated films and television
shows, music, software, electronics and other bogus products. The joint
international operation also involved the US National Intellectual
Property Rights C-ordination Centre™ and faw enforcement authornties
from 26 countries including EU Member States and third parties™, and
was facilitated by Interpol.

Europol's headguarters in The

Hagque aign seized more than 33,600
SIS UUIaS Sy 1ancs, scwny a new 1cc0rd, and resulted in 12 arrests.

This ninth incarnation of the global operation against counterfeit and pirated
goods took down 63% more domain names than the last in 2017, and dwarfs
the 188 shuttered in 2014, its first year. More than a million individual URLs

were seized and 2.2m e-commerce links taken down

million copyright-infringing website domain names

It also led to the seizure of accounts worth over €1m ($1.14m), blocked
hardware devices used to operate websites and disrupted online payment
platforms and a virtual currency farm used by organised criminal groups

enforcement agencies across the world, high-

profile industry representatives and anti-counterfeiting according to Europol

associations.




—— —
Z EURZPOL
IPC3 = Intellectual Property
Crime Coordinated Coalition

In Our Sites
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DARKNET WEBSITES

DARKNET MARKETS

VENDORS’ ONLINE DARKNET SHOPS

DARKNET TORRENT WEBSITES
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Nike Air Yeezy Il Red October Version Replica

() BROWSE CATEGORIES

Microsoft Office Professional Plus [Unlimited]

Features
Product class D
Quantity left
Endsin

Watches - Rolex, Tag, Hublot, Casio etc - Replica [1:1]
=

Product class Physical package Origin country
Quantity left 3 $ Ships to
Ends in ) Payment
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(Wall” Market) # vone % Usercp @ support @1

Products

replica

+ Drugs G13)

+ Counterfeits [F£)

+ Jewelry & Gold [T}

+ Carding Ware )

+ Services

+ Software & Malware E)
+ Security & Hosting ££)

+ Fraud

+ Digital goods

+ Guides & Tutorials From 60.00€/Piece

@ Ships from: HK
9 ships Worldwide
< Escrow

© Auto-Accept

Top vendors

g son

Cartier 18
50 titaniu

From $60.00/¢
@ Ships from:
2 Ships Worlc
<X Escrow

@ Auto-Accep

LV N41149 bag replica-s3

bigdeal100

From $135.00/Piece
@ Ships from: HK
2 Ships Worldwide
< Escrow

& Auto-Accept
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BIKE SPARE PARTS
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HANDLEBARS
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Reach 80mm
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SEAT POST INSERTION
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REAR DERAILLEUR
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Malaga, Spain 18-19 June

EUI‘OpOl IP Crime Conference pidk.
ADAPTIVE ENFORCEMENT AGAINST NEW IP CRIME TRENDS v'

Co-hosted by the
ish National Police
in partnership with IACC



Thank you for your attention!

Bogdan CIINARU
Tel.: +31611782482

pogdan.ciinaru@europol.europa.au
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