Tutorial pentru instalarea si configurarea Smard Cardului obtinut in prealabil de la Oficiul
European de Brevete

Smart Cardul se obtine completédnd un formular, obtinut la adresa:

http://nrm2.epoline.org/myepoline/pcf/mainMenu.html

Driverele pentru smart card, le gasiti la adresa de mai jos, tinand cont de arhitectura sistemului de operare
(32 biti sau 64 biti) si de versiunea de Windows (Windows 10, 8, 7, Vista, Windows 2008):

https://www.epo.org/applying/online-services/security/reader/gemalto-classic-client-v6-3.html

La descarcare, va va cere un username si o parola, credentialele sunt mai jos:

User name: epo36
Password: axess13

Dupa instalarea driverelor (Gemplus GemPCTWIN si Gemalto Classic Client) trebuie sa reporniti
calculatorul, apoi trebuie sa activati smart cardul.

Pentru a putea depune electronic online, trebuie sa aveti smart cardul activat, altfel depunerea electronica
online nu va functiona (va va aparea mesajul: “Acces is Denied”) la trimiterea cererii folosind programul
Online Filing.

In functie de sistemul de operare folosit (Windows 7 / Windows 8.1 / Windows 10), activarea smart
cardului se va realiza in felul urmator:

Atentie! Trebuie sa aveti Smart Cardul conectat pe USB la calculator iar cardul sa fie introdus
corect in cititor.

Pentru utilizatorii care folosesc Windows 8.1 / Windows 10 cu ultimele update-uri, inregistrarea smart
cardului se va realiza doar cu browserul Mozilla Firefox, utilizand pasii de mai jos:

e Se deschide browserul Mozilla Firefox, apoi click pe Options, Privacy & Security, Security Devices -
pe care il gasiti jos de tot in dreapta, apoi click pe Load si la Module Name scrieti: Crypto
PKCS#11 Module

e Apoi la Module filename dati click pe browse si alegeti calea in functie de arhitectura sistemului de
operare:
» Arhitectura pe 64 biti: C:\Program Files\Gemalto\Classic Client\BIN, click pe gclib.dIl apoi
open;
> Arhitectura pe 32 biti: C:\Program Files (x86)\Gemalto\Classic Client\BIN, click pe
gclib.dll apoi open.
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Pentru utilizatorii care folosesc Windows 7:

e inregistrarea smart cardului se va face cu browserul Internet Explorer vesiunile: 9.0, 10.0 si 11 si
trebuie sa se debifeze optiunea "Protected Mode" si sa se dezactiveze SSL 2.0, SSL 3.0, TLS 1.1
and TLS 1.2 conform instructiunilor Oficiului European de Brevete care pot fi gasite la adresa:
http://www.epo.org/applying/online-services/security/reader/gemalto-classic-client-v6-3.html

Atentie! Trebuie sa aveti Smart Cardul conectat pe USB la calculator iar cardul sa fie introdus
corect in cititor.

Pentru dezactivare Protected Mode: Tools — Internet Options — Security:



Internet Opticns

General | Security | privacy | content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

e Gi' ‘ ef @

Local intranet  Trusted sites Restricted
sites

Internet

q This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
) - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

¢ Enable Protected Mode ({requires restarting Internet Explorer)

Custom lewvel... Default lewvel

Pentru dezactivare SSL 2.0, SSL 3.0, TLS 1.1 si TLS 1.2: Tools — Internet Options — Advanced, si jos de
tot aveti setarile ca in imaginea urmatoare:

2]

-Generall Securityl F'ri'-.-'ac’;.-'l Contentl Connections I Programs Advanced I

Settings

Enable DOM Starage =]
Enable Integrated wWindows Authentication™®

Enable memoaory protection to help mitigake online attacks*
Enable native ¥MLHTTF suppork

Enable SmartScreen Filker

[ vsessLz.0
[ use s5L 3.0
[ UseTLS 1.1
[ useTLS 1.2
warn about certificate address mismatch®

[ warn if changing between secure and not secure mode
Wharn if POST submitkal is redirecked ko a zone that does n

-

4| | 3
*Takes effect after wou restart Internet Explorer

Restore advanced sektings I

Reset Inkernet Explorer setkings

Resets Inkernet Exploret's setkings to their default Reset. ., I
condition. —

“wou should only use this if vour browser is in an unusable state.

Ok I Cancel | Apply I

Pentru depunerea electronica online, trebuie sa folositi programul Online Filing, pe care il puteti descarca
la adresa: https://www.epo.org/applying/online-services/online-filing/download.html

o0 alegeti link-ul de download de la programul: 5.11 Full package for installation of Online Filing
(OLF) V5.11 (Build 5.0.11.172) (stand-alone and/or server and thin client) (incorporates
updates up to 1 January 2019) din data 28.2.2019 - 349 MB:

e Se alege limba preferata (recomandat English) - click pe ok:



Online Filing 5.10 Setup

Select Language

Pleaze select language of use:
Weuillez zélectionner la langue dutilization:
“Wahlen Sie bitte die Sprache aus:

Sirvaze zeleccionar el idioma de utiizacion:

—

] Cancel

e Click pe Next:

Europdisches
Patentamt

European
Patent Office

Office européen
des brevets

Welcome to the Online Filing 5.10 Installation
Wizard

It iz gtrongly recommended that pou exit all “Windows programs before running this setup
PIOgran.

Click Cancel ta guit the zetup program. then close any programs vou have nning. Click,
Mext to continue the installation,

WARMIMG: Thiz program iz protected by copenight law and international treaties.

[nauthorized reproduction or diztibution of thig program, or any portion of it, may result in
gevere civil and criminal penaltiez, and will be progecuted to the mawximum extent poszible
under law.

Mext » Cancel

e Click pe Next



Online Filing 5.10 Setup

Select Installation Mode

Select the desired installabion mode.

{+ Stand alone installation

be available.

All componentz will be inztalled on the local maching. Client/server made will not

= Server installation

Only zerver components of the system will be installed an the lozal machine.
ST

{~ Client installation

% Only client components of the spztem will be installed on the local machine.
L=

< Back Mewt >

Cancel

o Click pe Next

Online Filing 5.10 Setup

Desztination Folder

Select a folder where the application will be installed.

The wize Inzstallation ‘Wizard will install the files for Online Filing 5.10 in the following folder.

To inztall into a different folder, click the Browse button, and select another folder.

fou can chooze not ko install Online Filing 5.10 by clicking Cancel to exit the Wise [nstallation
Wizard.

—Drestination Folder

Databasze location
C:AProgram Files [«BENEPD_OLFSdEY e

C:A%Program Files [«BENEPD_OLFS B |

¢ Back | Fext > |

Cancel |




e Se alege Custom

Online Filing 5.10 Setup

Select installation type

Select the type of inztallation you require

Inztallz all forms relating to the EF and PCT procedures.

Inztallz all Farmz relating to the EP and PCT procedures plus selected national
office procedures.

< Back Mest » Cancel

e Selectare Other Procedures si la EPO OLF RO se activeaza All features:

Online Filing 5.10 Setup

Feature Overview

All Mational Office plug-inz will be installed to your computer. Pleasze select which Mational Office
procedures pou would like to activate,

Bl Qvl Other procedures ;l

- ¥ ~| EFOOLF UK Feature Description:

-| EPO OLFES
EFO OLF ROBO1A, EPOD OLF ROPCTT,

EPO OLF FR EPO OLF ROEFRD

EPO OLF FI

EFPO OLF ML
EFO OLF DE
EFO OLF DK
EFO OLF 5E
EPO OLF 5K
=T

_ﬁ;l all Features will be activated

*

X
4

X
4

X
L

X
L

x
1

x
1

x
4

X~ | Will be deactivated

¢ Back Mest » Cancel




e Se alege preferential cu sau fara parola (dupa preferinta utilizatorului). Parola care se scrie aici va fi
folosita la deschiderea programului.

Online Filing 5.10 Setup

Online Filing 5.10 Access

Select the made of Online Filing 5.10 access. If you want pratect the access
enter the User Mame and Pazzword

{*' iz not protected by password

™ iz pratected by the following password:

[zer name; I.ﬁ.dministratur

Fazswond: I

Eonfirm password; I

Meut » Cancel

e Click Next

Online Filing 5.10 Setup

CORBA/SOAFR ports

Pleaze set the CORBASSOAR port nurmbers for the respective features, if you
want to modify them.

Application Port [Corba) Port [SOAF)

EPO OLF File Manager 11000 |21 Qoo —
EFO OLF EP1033 |111EIE |2'|'||:|3 | |
EFO OLF EF122K |111EIE |21'|EIE

EFO OLF EP2000 |111EIE |2'|'||:|5

EFD OLF EFOFFO |111EIE |21'|EIE

EFO OLF PCT EET

EFO OLF UE1FFE |12E|EI1 |22EIEI'I

EFC OLF LUEMPLE. I'IEEIIZIE |229E|2

EFO OLF LUESFDE |129E|3 IEEEIEIB

FEM Ml E ES2im G A= LI

MHest » | Cancel |




e Click Next

Online Filing 5.10 Setup

Metwork settings

Pleaze zet the netwark, zettings for zending and Live Update

Metwork settings

HTTF IF Address:
HTTF Part rurmber:
S5L Yersion:

IIDcthast

|ae

[TLSv1

Proxy zettings

Prozy Server:
|lgernamme:

FPazzword:

(E.g.. Proxy : 80807

¢ Back Meut » Cancel

e La sférsit se va alege optiunea de Live Update pentru Romania:

Online Filing 5.10 Setup

Live Update

Online Filing will autoratically check. for update / presence of national procedures far all the countries
you zelect here. Thiz iz done by using the Live pdate mechanizm. Pleaze remind that not for all
countries listed here national procedures are available.

[ AL slbania

[~ AT Austria

[~ BE Belgium
[~ BG Bulgaria
[~ CH Switzerdand
[~ C% Cyprus

[~ CZ Czech Republic
[~ DE Germnaty
[~ DK Denmark.
[~ EE Estonia

[~ ES Spain

[~ FlFinland

[ FF France

[ GEB United Kingdarn
[ GR Greece

[~ HR Croatia

[~ HU Hungary
[~ IE Ireland

[~ 15 leeland
[T Italy

[~ LI Liechtenstein
[~ LT Lithuania
[~ LU Luxembourg
[~ L% Latvia

[~ MC Maonacao

r MK The farrmer vugoslay
Flepublic of Macedonia

[ MT alta

[~ ML Metherlands
[~ MO Momsay

[~ PL Poland

[~ PT Partugal
[+ RO Romania
[~ BS5 Bepublic of Serbia
[~ SE Sweden
[~ Sl Slovenia

[~ SK Slovakia
[~ S San Marino
[~ TR Turkey

et | Cancel




Dupa instalarea programului Online Filing, trebuie sa va asigurati ca aveti toate update-urile la zi pentru a
putea depune electronic online.

e Acest lucru il puteti face prin deschiderea cu click dreapta - Run as Administrator a programului
“Online Filing 5.0 Server Manager” apoi dati click pe yes, ok, click pe “Settings” apoi click pe
“Check Now”:

-loix]

File Help
[©]

Backup | Export | |mport | Users

| Services Unlock | History | Live Update Countries | Settingsl [rata Migration

Backup and restore directory

IC:\F‘mgram Files [«86\EPO_OLFS\toolshsmanager.datat
Expart directary

IE'\ngram Files [«86])%E PO_OLFShtools'smanagertdatah

Import directom - source
IC.\ngram Files [«86])%EF0_OLF5\toolssmanagertdatats

Import directory - destination
IDefau\t Falder

o oo |s

Default Hetwork Settings

Proxy server: I S5L Yersion: ITLSV1 j

Username: I Passward: I

Live Update proxy Live Update e-mail Test

Server, I Server I

Part (E.: Proxy : 5080) Sender |

Username: I Receivers:

Password I

[ Enable software update system Check for update every |1 dayls]
Check Mow | |

Live Update Server Locatian:

[EPD. The Hague =]

e in cazul in care apar update-uri, ca in exemplul de mai jos, dati Click pe Download apoi click Install.
Trebuiesc descarcate si instalate toate update-urile care va apar in lista, in ordinea datei.

=E

Click to zelect zoftware package you want to install Wigw: Al - ‘

Update|Critizal Type Dezcription Statusg [ate -

Installed Content Package Content |
File Werzion | File Werzion
EP1038 A0 EFPFTCHE273
EP122K 5.0
EP2000 5.0 ;l
Download | [metall | | Cloze

Pentru mai multe informatii, puteti consulta pagina noastra de internet:
https://osim.ro/e-osim-ro/cereri-online/cerere-de-brevet-de-inventie/




